ITamsaTKka
AJis1 o0yuaroruxcs 00 nHgopmMaoHHOM
0e30macHOCTH jieTei

Henb3s

BceM mofipsii coo0IIIaTh CBOIO YaCTHYHO MH(pOPMALUIO (HacTosIue UMs, (paMuImio,
TenedoH, aJipec, HOMep IIKOJIbI, a TakKe ¢oTorpaduu CBou, CBOel ceMbU U ipy3eil);

OTKpBIBaTh B/IO)KeHHbIe (hali/ibl 37IeKTPOHHOM MOYThI, KOT/la He 3Haelllb OTTIPaBUTEJIs;

['pyOuTh, MPUANPATHCS, OKa3bIBaTh JaB/IeHHe - BeCTH ce0si HeBE>K/TUBO U arpeCCHBHO;
He pacriopsbkaiics feHbramyd TBOel ceMbd 0e3 pa3pellieHUsl CTaplIMX - BCerza
CripalvBal poJuTesneu;

He BcTpeuarics ¢ VIHTepHeT-3HAaKOMbIMU B pPeaJibHOM >XWM3HU - ITOCOBETYMCS CO
B3POC/IBIM, KOTOPOMY ZIOBepsi€ellib.

He Bce muinyTt npaBay. Yuraelllb 0 cebe HerpaBay B MHTepHeTe - coobiy 06 3TOM
CBOWIM POJTUTEJISIM WU OTIeKYHaM;

[Tpur/amaroT repenuchiBaThCsl, UTpaTh, 0OMEHHBATHLCS - TIPOBEPh, HET JIX T10/[BOXa;
He3akoHHOe KorvpoBaHue (aiinoB B VIHTepHeTe - BOPOBCTBO;

Bcerza pacckasbiBaii B3pOC/IBIM O Mpob/ieMax B CeTH - OHU BCer/ia IOMOTYT;
Wcnonb3yii HacTPOWMKKW 6e30TacHOCTH W TIPUBATHOCTH, UTOOBI He TIOTEPSITh CBOU
AKKAyHTBI B COI[CETSIX U IPYTHX MOpTasax.

MoxxHo

YBakaul APYrUX IO/b30BaTeNew;

[Tonb3yewibcsi UHTEpHET-UCTOYHUKOM - [lejlakd CCBIIKY Ha Hero;

OTKpbIBal TOMBKO Te CChLIKH, B KOTOPBIX YBEPEH;

OO6parateCs 3a TIOMOIIBIO B3POC/IBIM - DOAWUTEH, OTMEeKYHbl W aJMUHHUCTpALs
CaWlTOB BCera rMoMOryT



NudopMaljuoHHas MaMATKA /11 00yJaromuxcs /s pa3MeleHUusa Ha
o(uLUa/TbHBIX HHTEPHEeT-pecypcax

C KaXJbIM TOJIOM MOJIOZIE’KH B UHTEPHETe CTaHOBUTHCS OOJIbIIe, a IIKOJbHUKN OJHU
W3 CaMbIX aAKTUBHBLIX II0/Ib30BaTejieli PyHera. Mexkay TeMm, IOMHMO OTPOMHOIO
KOJTMYEeCTBA BO3MOYKHOCTEM, MHTEPHET HeceT W Ipo0seMbl. JTa MaMsATKa JOJ/DKHA
1IoMOub Tebe 6e30IMacHO HAaXOAUTLCS B CETH.

KoMnibioTepHbIe BUPYCHI

KoMmribloTepHbIli BUPYC - 3TO Pa3HOBUJHOCTh KOMITBIOTEPHBIX TMPOrPaMM,
OTJINUUTETbHOM 0COOEHHOCThIO KOTOPOM SIB/ISIETCSI CITIOCOOHOCTh K Pa3sMHOXKeHUI0. B
JIOTIOJTHEHUE K 3TOMY, BUPYChl MOT'YT TMOBPEJUTh WU TOJHOCTbIO YHUUTOXXUTh BCE
dalinbl ¥ AaHHbIE, TOAKOHTPOJIbHBIE TIOMb30BATEMI0, OT WMEHH KOTOpOoro Oblia
3amnylilleHa 3apa)keHHasi MporpaMma, a TakXke TOBPEIUTb WU JaXke YHUUTOXUTb
OTepaljMoHHYI0 CUCTeMYy CO BceMM (pailyiaMu B 1ieJioM. B OO/BIIMHCTBE CyyaeB
pacnpoCTPaHsIIOTCS BUPYChI Uepe3 UHTEepPHET.

Merto/b1 3a1MTHI OT BPeOHOCHBIX MPOrpaMMm:

Mcrnonb3yli cOBpeMeHHbIe OMepaljuOHHbIe CUCTEeMbI, UMeIOIle Cepbe3HbIi YPOBEeHb
3alUThl OT BPeJOHOCHBIX MPOrPaMM;

[TocTosiHHO ycTaHaB/ivBai mnauty (LUQpPOBbIe 3aryiaTKd, KOTOpble aBTOMaTHYeCKd
yCTaHaB/IMBAIOTCS C Lie/bI0 10pabOTKY TPOTpaMMbl) U Apyrue OOHOBJIEHHsI CBOe
OTepaLMoOHHOM crcTeMbl. CKauMBaid UX TOMBKO C O(UIMAIBLHOTO caiiTa pa3paboTurka
OC. Ecii cyIriecTByeT pe)kuM aBTOMAaTHUeCKOT0 0OHOB/IEHUS, BK/TFOUH €ro0;

PaboTaii Ha CBOeM KOMITbIOTepe I10/] TipaBaMU T10/1b30BaTeisl, a He aZ/MUHKCTPATOpa.
OTO He TIO3BOJUT OOMBIIMHCTBY BPEJOHOCHBIX MPOTPAaMM WHCTA/JTUPOBAThCS Ha
TBOEM T1ePCOHA/IbHOM KOMITbIOTEPE;

Hcrnonb3yli aHTUBUPYCHbIE TIPOrPAMMHbIe TIPOJYKThI W3BECTHBIX TIPOU3BOJUTE/EH, C
aBTOMaTHueCKUM OOHOB/IeHueM 0a3;

OrpaHuub (pU3MYeCcKUidl JOCTYI K KOMIIBIOTepY [I/1s1 TOCTOPOHHUX JTUL];

Vcrionb3yii BHeIlIHUe HOCUTe/W UHGOPMaLH, Takue Kak (iellika, IUCK Wiv (aiin u3
VHTEpPHeTa, TOJIbKO U3 MPOBEPEeHHBIX UCTOUHHKOB;

He OTKpbIBall KOMIMbIOTEPHBIE (hai/ibl, MOJYUYEHHbIE W3 HEHAaJ|e)KHbIX HUCTOYHUKOB.
HNaxe Te (aiisibl, KOTOpble TpHUC/IaA TBOW 3HAaKOMbIM. Jlyullle yTOUHM y Hero,
OTIIPaBJIsiI /M OH Tebe uX.

Ceru WI-FI

Wi-Fi - 3To He BUJ Mepe/iaun TaHHBIX, He TEXHOJIOTHS, a BCETO JIMIIb OpeH/|, MapKa.
Eie B 1991 roay HufepaaHACKast KOMIaHUS 3aperucTprupoBasa opens "WECA", uto
obo3Hauano cyoBocoueranre "Wireless Fidelity", koTopwlii TiepeBOAUTCA Kak
"GecripoBoiHAs TOYHOCTD'.



o Hamero BpeMeHM [olljia Jpyras ab0OpeBuarypa, KOTOpas SIBJISIETCS TaKOW ke
TexHosiorreii. 3to abbpeBuarypa "Wi-Fi". Takoe Ha3BaHuHe ObIZIO JaHO C HAMEKOM Ha
CTaHJapT BbICIIeN 3BYKOBOW TexHUKM Hi-Fi, uTo B mepeBoje o3HadaeT '"BbICOKast
TOYHOCTB".

[a, GecriaTHBIA UHTEPHET-AO0CTYT B Kade, OTeJIsX U a3POIopTax SB/ISeTCS OTTUUHOM
BO3MO)XXHOCTBIO BBIXOJ]a B UWHTepHeT. Ho MHOruMe 3KCIepTbl CYMTAIOT, UTO
obmenoctymnHbie Wi-Fi ceTu He sB/IsItOTCST 6e30T1aCHBIMU.

CoBeThbI 10 6€30MacCHOCTH PabdOTHI B 001[ef0CTYIMHBIX ceTax Wi-fi:

He mepenaBaii cBoro JMuHyr0 HH(OpMaiyio uepe3 obiegoctynHbie Wi-Fi ceTu.
PaboTasi B HMX, »KejaTeJIlbHO He BBOJAWUTH TApoO/M [AOCTYyIa, JIOTUHBI U KaKuhe-TO
HOMeEpa;

Wcnonb3yit 1 06HOB/ISAM aHTUBHUPYCHBIE TTPOrpaMMbl M OpaHaMayep. TeM caMbIM Thbl
obe3ormacuriib cebsi OT 3aKaukKy BUPyCa Ha TBOE YCTPOMCTBO;

[lpu ucnonb3oBanuu Wi-Fi otkmtoun ¢yHkuyio "O6mmii goctyn K daiinam u
npuHTepaM". JlaHHasg QYHKUMUS 3aKpbiTa MO YMOJIYaHUIO, OJHAKO HEKOTOpPhIe
TI0/Tb30BaTe/M aKTUBUPYIOT ee AJisi y1oOCTBa UCI0/Th30BaHKs B paboTe Uim yuebe;

He ucnonb3yii nybmuunbsii WI-FI a1 mepeiauyd TMUHBIX JaHHBIX, HallpUMep IS
BbIXO/Ia B COL[Ma/IbHbIe CETU UK B JIEKTPOHHYIO TIOUTY;

Vcnione3yr To/bKO 3amuineHHoe coenvHeHue yepe3 HTTPS, a ve HTTP, T.e. npu
Habope Beb-azpeca BBoAu nMeHHO "https:/";

B wmobwibHOM TenedoHe oTkaoun  QyHKuuio  "TlogkmoueHne K Wi-Fi
apTomarnuecku'. He fomyckari aBTOMarrueCcKoro MOAK/IHOUeHUsI YCTPOMCTBA K CeTSIM
Wi-Fi 6e3 TBoero coracusi.

ConuanbHbIE CeTH

CoranbHble CeTH aKTUBHO BXOZST B HaIlly >KW3Hb, MHOTHE JTFO[[ pab0TalOT 1 KUBYT
TaM T[OCTOSHHO. MHoOrve TmoO/b30BaTe/id He TMOHUMAKT, 4YTO WH(pOpMaLus,
pa3MelrieHHass UMU B COIMA/IbHBIX CETSAX, MOXKET ObITh Hali/ileHa W HCIT0/Ib30BaHa KeM
yrOZIHO, B TOM UKCJ/ie He 00s13aTelbHO ¢ 6/1aruMu HaMepeHHUsIMHU.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COI[HA/TBHBIX CEeTSX:

Orpanuub CMUCOK Apy3ed. Y Tebss B [py3bsX He JO/DKHO OBbITh CAy4YallHBIX U
He3HAKOMBIX JIIO/lel;

3aluiaii CBOK UYaCTHYHO >KM3Hb. He yka3biBali maposid, TenedOHbI, ajpeca, JaTy
TBOETO POXKJEHUs W JPYTIYylI0 JAUYHYI0 HH(OpMaluto. 3/0yMbIIIIEHHUKHA MOTYT
WCII0/Tb30BaTh Jla’ke MH(OpMAlUI0 O TOM, KaK Thl U TBOU POJAUTENU IJIaHUpPYyeTe
TIPOBECTU KaHUKY/IbI;

3aruinai CBOIO PernyTal{io - Iep)KH ee B UMCTOTe U 3ajiaBaii cebe BOMPOC: XOTesT Obl
ThbI, UTOOBI JPYTHe T0/Ib30BaTe/Id BU/IEM, UTO Thl 3arpykaelb? [lomymai, mpexie
yeM UTO-TO OMyOJIMKOBaTh, HAIMCATh U 3arpy3UTh;

Ecnu Thl rOBOpUILIb C JIFOABMH, KOTOPBIX He 3Haelllb, He WCI0/b3yld CBOEe peasibHOe



UMS U JIPyTYIO JIMYHYH WH(OPMAalMK: UMSsi, MeCTO >KUTe/JbCTBA, MeCTO yueObl U
rpouee;

N36erait pa3meltienust ¢ortorpacduii B IHTepHeTe, rae Thl M300paXkeH Ha MECTHOCTH,
10 KOTOPOM MOXXHO OTpe/ieJIUTh TBOE MeCTOIO/IOKEHHE;

[pu perucTpalu B COLMaIbHOM CceTh HeoOXOAMMO UCTIOMb30BaTh C/IOXKHbIE TIapOJIH,
cocrosiiye 13 OykB U LKMGP U C KOJIMYeCTBOM 3HAKOB He MeHee §;

[y colpanbHOM CeTH, TIOUTHI U APYrUX CaUTOB HeOOXOJAMMO MCII0/Ib30BaTh pa3HbIe
naposu. Torzaa eciiv Tebst B3/I0MatOT, TO 3/I0YMbIIIIEHHHUKU TIOTy4aT AOCTY TOMbKO K
OJHOMY MeCTY, a He BO BCe Cpas3y.

JJIEKTPOHHBIE IeHbI'!
D/eKTpOHHbIe [IeHbI'U - 3TO OUYeHb yA0OHbIN criocob myiaTe)kel, O[HAKO CYIeCTBYIOT
MOLLIEHHVKH, KOTOPbIE XOTT MO/YYUTh 3TH J€HbIU.

BHEKTPOHHLIE AEHBbI'Y TI0OABU/IMCh COBCEM HE€IdBHO M UMEHHO H3-3d 5TOI'O BO MHOT'UX
rocygapCrBax a0 CHUX ITOP He ITIPOIMUCAHO TIPO HUX B 3dKOHdX.

B Poccun >xe oHM (YHKIJMOHUDPYIOT U O HUX YK€ TPOMHMCAHO B 3aKOHE, TJe WX
pa3iesisitoT Ha HEeCKOJILKO BH/IOB - aHOHUMHbBIE Y He aHOHWMHBIe. Pa3HuIla B TOM, UTO
AHOHHMMHBIE - 3TO Te, B KOTOPBIX pa3pellaeTcss IPOBOAMUTL OIepanyuu 0e3
UZeHTU(UKALIMKM TI0/Ib30BaTe/s], a B HEAHOHUMHBIX WHTHU(PHUKAIUS I10/Ib30BaTe st
SIB/IAETCS 00s13aTe/ILHOM.

Takke cremyeT pa3nuuarh 31eKTPOHHbIE (hUaTHbIe AeHbI'Y (paBHbI TOCYAAapPCTBEHHBIM
Ba/IFOTaM) M JJIEKTPOHHBIE HedHaTHbIe [JeHbI'M (He paBHBI TOCYAAPCTBEHHBIM
Ba/IlOTaMm).

OcHoBHbIe COBeThI 10 6e30macHoii paboTe ¢ 3/1IeKTPOHHBIMU ieHbI'aMU:
[puBsHKM K cueTy MOOWU/BHBIN Tesie)oH. DTO caMblil y00HBIA U OBICTpPBIM CrIOCc00
BOCCTAaHOBUTh JOCTYN K cuery. [IpuBsizaHHbIN Tesie)OH MOMOXKeT, eciu 3abyzelb
CBOU TI/IaTe>XXHBIM MapoJ/ib WU 3ai/ielllb Ha CalT C He3HAKOMOT'O YCTPOMCTRa;
Wcnonb3yr ofgHopasoBble napoiu. [locse mepexoza Ha yCWIEHHYHO aBTOPU3ALUIO
Tebe y)xe He OyZieT yrpoyKaTh OMaCHOCTh KpaXkl WM TlepexBara I1/1aTeXXHOT0 MapoJis;
Bribepy cnoxHbiM maposb. IlpecTynHukam OymeT He MPOCTO yrajaTh C/IOXKHBIN
raposib. HaziexxHble 1apo/i - 3TO 1apo/iy, KOTOpbIe COZiepKaT He MeHee 8 3HAaKOB U
BKJIIOUAIOT B Ce0si CTPOUHbIe U TMPOTHUCHbIEe OyKBBI, UGPLI U HECKOJIBKO CHMBOJIOB,
TaKue KakK 3HaK Jl0/71apa, (hyHTa, BOCK/IUIIATe/IbHBIN 3HaK U T.1. Harmpumep, $tROng!;;
He BBOJM CBOM JIMUHBIE JJaHHbIE HA CAliTax, KOTOPbIM He [J0Bepsielllb.

JJ/IEKTPOHHAaA 1ouyTa

ONeKTpOHHAas I0YTa - S5TO TEeXHOJIOTUS M TIpefoCTaB/sieMble €l YCJIYyTU 10
repechlTKe U TIOYYeHUIO 37IeKTPOHHBIX COOOIeHNH, KOTOpble PacIpefesisioTcs B
KOMITbIOTepHOM ceTh. OOBIYHO 37eKTPOHHBIA TIOUTOBBIM  SIIIMK  BBITVISIAUT



c/iefyrolM o0pa3oM: UMsI_T0/b30BaTeiss(@uUMsi_JjoMeHa. Takke Kpome repeiadu
MIPOCTOTO TEKCTa, UMeeTCsI BOSMOKHOCTb Iepe/jaBaTh (Pailsibl.

OcHoOBHBI€ COBeTHI 10 0e30macHo# padoTe ¢ I/IEKTPOHHOM MOUTOM:

Hazio BbIOpaTh MTPaBW/IbHBIN TIOYTOBLIM CePBUC. B MHTepHeTe eCTh OTPOMHbIN BLIOOD
OecryIaTHBIX TIOYTOBBIX CEPBHCOB, OZJHAKO JIyUllle JOBEPSITh TéM, KOTO 3Haelllb U KTO
TIepPBbIA B PEUTHHTE;

He yka3biBail B JIMUHOM TouTe JIMUHYIO MH(popMalio. Hampumep, myuiiie BeIOpaTh
"My3bIKanbHbIM_(haHat@" niu "pok2013" BmecTo "Temal3";

Vcrnonb3yl AByX3TalHyO aBTOPU3aLvi0. JDTO KOTAa MTOMUMO MapoJisi HY>)KHO BBOJIUTh
KO/I, TIpMChIIaeMbIii o SMS;

Bbibepu C/I0)KHBIM Taposb. /s KaXXJ0ro TMOUTOBOTO SIIUKa A0/KeH ObITh CBOM
Ha/Jle)KHbIN, YCTOMUMBBIA K B3/I0OMY TapoJib;

Ecmi ecTh BO3MOKHOCTH HarnumcaTh CaMOMY CBOM JIMUHBIM BOIPOC, MCTIOJB3YH 3Ty
BO3MOXXHOCTh;

HMcrnonb3yli HEeCKONBbKO TIOUTOBBLIX SIIUKOB. [lepBblii /ijis uyaCTHOW TepernucKu C
aZipecaTaMy, KOTOpPbIM Thl JlOBepsielllb. JTO 37€KTPOHHBIM ajipeCc He Ha/o
WCTI0JIb30BaTh NP perucTpaluu Ha ¢popyMax U caliTax;

He oTkpbiBaii (aitnibl U Apyruve BAO)KeHUSI B MUChbMaX, /la)ke eC/IM OHM TIPUIIUIA OT
TBOMX ZIpy3ei. JIydille yTOUHU Y HUX, OTIIPABJISUIH JId OHU Tebe 3TH (haiiibl;

[Tocsie okoHuaHusi paboOThl Ha TOYTOBOM CepBUCE Tiepesi 3aKphITUEM BKJAAKH C
caiiToM He 3a0yzb HaXKaTh Ha "Bt

KubepOy/I/IMHT WX BUPTya/IbHOE U3/1€BaTe/TIbCTBO

KubepOy/yiiHr - TIpec/iefioBaHyde COOOIeHUSMH, COZEpP’Kall[iMH  OCKOpO/IeHus,
arpeccuro, 3aryrvBaHue; XyJIUTaHCTBO; COL[Ma/bHOe OOMKOTMpOBaHWE C TIOMOII[LIO
Pa3IMUHBIX HHTEPHET-CEPBHCOB.

OcHoBHbIe COBeTbI 110 6opbbe ¢ KubepOy//IMHIOM:

He 6pocaiics B 6oit. Jlyuimii crioco0: MOCOBETOBAThCS KaK ce0st BECTH U, eC/I HeT
TOr0, K KOMy MOXHO OOpaTHTbCS, TO BHauaje YCIOKOWUThCS. EC/IU Thl HauHellb
OTBeuaTb OCKOpO/IeHUSIMH Ha OCKOpOJIeHHs, TO TOMBKO ellje OOJibIle pa30XCKelllb
KOH(/TUKT;

YripaB/isiii CBoelt KubeppenyTaiye;

AHOHUMHOCTb B ceTd MHUMas. CyIeCTBYIOT CIIOCOOBI BBISICHUTb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

He cTouT BeCTu Xy/IUraHCKui o0pa3 BUPTyaabHOM >KU3HU. VIHTepHeT (PUKCUpYeT BCe
TBOU [IeMICTBUSI U COXPAHSET UX. YAJIUTh UX OyzeT KpailiHe 3aTpyAHUTETBHO;
Cobmrofiaii CBOXO BUPTYaJIbHYIO UeCTh CMOJIOAY;

WrHopupy# eauHWYHbIA HeratuB. OfHOpa3oBble OCKOPOWUTE/bHBIE COOOIEHMUS
Jydiiie UrHoprpoBathk. OOBIYHO arpeccus peKpalljaeTcsi Ha Hadya/lbHOW CTa/[uy;

Ban arpeccopa. B mporpamMMax o6MeHa MrHOBEHHBIMHU COOOIIIEHUSIMH, B COLIMATBHBIX
CeTAX eCTh BO3MO)KHOCTb OJIOKMDOBKU OTIIPAaBKK COOOIeHWI C Ormpefie/ieHHbIX
a/Ipecos;



Ecnmu Tl cBugeTenb KubepOymiuHra. TBou JeMCTBUS: BBICTYNUTb TIPOTUB
rpeciefoBaTess, I0Ka3aTb €My, 4YTO €ro /[JelCTBUSl OLIeHUBAIOTCS HEeraTUBHO,
TIOZIIep>KaTh JKepPTBY, KOTOPOM Hy)KHa IICHXOJIOTHUeCKasi TIOMOIIb, COOOILUTD
B3pPOC/bIM O (haKTe arpeCCHBHOIO MOBeJIEHHs B CETH.

MooOunbHubIi TeedoH

CoBpeMeHHble CMapTGOHBI M T/IAHIIETHI COfep>KaT B cebe BIIOMHE B3POC/bIN
(yHKL[MOHanA, W Temepb OHM MOTYT KOHKYpUpOBaTb CO CTalMOHapHbIMU
KoMmribloTepamu. OffHAaKO, CpPe/CTB 3allliThl [JIs1 TIOJOOHBIX YCTPOMCTB TOKa OYeHb
Masio. TecTupoBaHUe Y MOUCK YSI3BUMOCTEH B HUX MPOUCXOJUT He TaK UHTEHCUBHO,
Kak j71s [1K, To >ke camoe KacaeTcsi U MOOM/IbHBIX TIPUIO>KEHUH.

COBPEMEHHBIE MOOU/ILHBIE 6pay3ep1;1 yXKe TIIpAKTUYEeCKHU [JOTHA/IM HACTOJIbHBIE
dHaJIOTH, OIHAKO paCIIMpEHHe qJYHK]_[I/IOHaJ'Ia B/IeUeT 3a coboi 60J'II:>HJy1-0 CJIO’KHOCTB
N MEHbIITYIO 3dIMUIIEHHOCTD.

HNaneko He Bce TIPOM3BOJUTENM BBIMYCKAIOT OOHOB/IEHUS, 3aKpbIBAIOIIHe
KPHUTHUECKHE YI3BUMOCTH /IS CBOMX YCTPOUCTB.

OcHoBHbIe COBeTHI [ijis1 6e30macHOCTH MOOUIBLHOTO TesiedoHa:

Huuero He siBnsieTcsl To-HacTosiieMy OecruiaTHbIM. Bygb ocTopo)keH, Belib Korja
TeOe mpef/araloT OecryIaTHBIA KOHTEHT, B HeM MOTYT ObITb CKPBIThI KaKHWe-TO
TIJIaTHBIE YC/TyTH;

Hymaii, ipexxzie yem oTripaBuTh SMS, ¢hoTo umm Buzaeo. Thl TOUHO 3Haelllb, I7le OHU
OyAyT B KOHEUHOM HUTOTE?

Heo06xo11M0 0OHOB/ISITH OTIEpAlIMOHHYI0 CUCTeMY TBOEro CMapT(goHa;

M cnonb3yi aHTUBUPYCHBIE TIPOrPaMMBI 1711 MOOMJIbHBIX Tesie(pOHOB,

He 3arpykaif mpyuioXeHUst OT HEU3BECTHOTO UCTOYHHKA, Belb OHU MOTYT COZIepKaThb
Bpe/JOHOCHOE TIPOrpaMMHOe obecrieueHue;

[Tocsie TOro Kak Thl BBIM/IEIIL C CaiTa, T BBOJW/I JUUHYIO WHMOPMALWIO, 3aki1 B
HaCTpOWKM Opay3epa U yzamu cookies;

[TeprogruecKy TIPOBEPSIH, KaKKe IJIaTHbIe YCIYTH aKTUBUPOBAHBI Ha TBOEM HOMEPE;
Hamaii cBoii HOMepP MOOW/ILHOTO TefedOHA TOMBKO JIFOASM, KOTOPBIX ThI 3HAelllb U
KOMY [IOBepsiellib;

Bluetooth gomkeH ObITH BBIK/IIOUEH, KOTZla ThI UM He TIOJb3yellibcsi. He 3aObiBait
WHOT/Ia TIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIEe OHIAUH-UTPbl - 3TO KpaCOUHble, 3axBaThbIBAIOLWE pa3BJ/ieYeHMUs,
00beNHSIONIMEe COTHU THICSY UeJIOBEK T10 BCeMy MHpPY. IrPOKU MCCeyIOT JaHHBINA
WM MUP, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIIOT 3a/JaHUsI, CPAXKalOTCsl C MOHCTPaMH U
MOJIyYal0T OMBIT. 3a YAOBOJBCTBME OHW IUIATAT: MOKYIAKT [JUCK, OIJ/IauMBaroOT
aboHeMeHT WK MPUOOpeTaroT KaK1e-To OMLIWH.



Bce 5Tu cpencTBa MAYT Ha MOAJEp)KaHWe W pa3sBUTHE WUIPbl, a Takke Ha CaMy
6e30MacHOCTb: COBEpPIIIEHCTBYIOTCSI CHUCTeMbl aBTOPU3al[MM, BBIMYCKAIOTCS HOBbIE
naTtuu (LM@poBbIe 3ar/1aTKy sl POrpaMM), 3aKPhIBAOTCS YSI3BUMOCTH CE€PBEPOB.

B HO,Z[OGHLIX HI'DAX CTOUT OIIACATBCA He CTOJ/IBKO CBOMX COIIEPHHUKOB, CKOJIBKO KPdyKH
TBOETI'O I1ap0Jid, Hd KOTOPOM OCHOBdHA CUCTeéMd dBTOpH3dLIMH OOJILILIMHCTBA UT P.

OcHOBHbIe COBeTHI TI0 He30MacHOCTH TBOET0 UIPOBOI0 aKKayHTa:

Ecnu apyroit urpok BefieT cebsi TJI0X0 WK CO37laeT Tebe HEeMPUATHOCTH, 3a0/I0KUPYI
€ro B CIIMCKe UTPOKOB;

[Toxxanyicssi aAMUHHUCTpaTopaM WIPbl Ha IIJIOXOe T[IOBeJeHWe S5TOr0 UrpoKa,
JKeJlaTesIbHO MPUJIOKUTH KaKHe-TO JJ0Ka3aTe/IbCTBa B BUle CKPHHOB;

He yka3sbIBali TMUHYIO MH(OPMALMIO B MPOQariie Urpkl;

YBarkali APYTrUX yUaCTHUKOB T10 UTPE;

He ycraHaBnvBaii Heo(pULMa/ibHbIe NaTud U MOJbI;

W cnonb3yii C/oXKHbIe U pa3Hble MapoJiy;

[axxe BO BpeMsi UTPbl He CTOUT OTKJ/IOUaThb aHTUBUpPYC. Iloka Thbl Wrpaelib, TBOU
KOMITbIOTEP MOT'YT 3apa3uTh.

DOUILMHT WM KPa)Ka JIMUHbBIX AAHHbBIX

OOBIUHOM Kpakell [eHer W JOKYMEHTOB CErofHs y)ke HHUKOTO He YAWBHIIb, HO C
pa3BUTHEM UHTEPHET-TEXHOJIOTMH 3/I0yMBIIIJIEHHUKA MePpeMeCTU/IMCh B UHTEPHET, U
TIPO/I0/DKAIOT 3aHUMAThCA "' MIOOUMBIM" 1e7I0M.

Tak MosiBUIach HOBasg yrpo3a: WHTEPHET-MOLIeHHWUYeCTBa WX (UIIMHI, IVIaBHas
L[e/Tb KOTOPOr0 COCTOWT B MOMYYEHUH KOH(W/IeHLIMAIbHbIX JaHHBIX [10/Ib30BaTesen -
NOrMHOB U maposierd. Ha anmmmiickom sa3eike phishing umtaercsi Kak (uiuvHr (OT
fishing - peiOHas /1oB/IsA, password - MapoJb).

OcHoBHbIe COBeThI 10 Oopnobe ¢ pummHrom:

Cneou 3a CBOMM aKKayHTOM. ECIM ThI T0Jo03peBaelllb, UTO TBOs aHKeTa Oblia
B3/I0MaHa, TO HeoOXOoAWMO 3a070KMpOBaTh €e U COOOIUThL aJMHHHCTPATOpaM
pecypca 06 3ToM KaK MOXXHO CKOpee;

Wcnonb3yii Ge3oracHbie BeO-caliThl, B TOM YKC/Ie, UHTEPHET-Mara3uHOB U MTOUCKOBbBIX
CUCTEM;

Wcronb3yil c/ioKHBbIe U pa3Hble mapoiu. TakuMm obpa3oM, eciu TeOsi B3/I0MAroT, TO
3/I0yMBILIJIEHHUKY T10/1yYaT AOCTYH TOMBKO K OJHOMY TBOeMY MNPOQMIII0 B CeTH, a He
KO BCEM;

Ecmu Tebst B3710MasH, TO HE0OXOAUMO TIPeyIIPeJUTh BCEX CBOMX 3HAKOMbIX, KOTOpbIe
nobassieHbl y TeOs B APY3bsiX, O TOM, UTO TeOsi B3/IOMasd U, BO3MOKHO, OT TBOETO
UMeHU OyieT PacChIIaThCs CTlaM U CChUIKU Ha (PUIITMHTOBLIE CalThI;

YcraHoBU HajiexHbIH maposb (PIN) Ha MoOUIbHBIN TenedoH;

OTk/oun coxpaHeHUe TiapoJisi B Gpay3epe;



He oTkpeiBali (halijibl U ApyrUe BAOKEHUs B MUCbMaX, AaXKe eC/IM OHW MPUIIUIA OT
TBOUX Apy3eit. JIydille yTOUHU y HUX, OTTIPAB/ISUIA JIU OHU Tebe 3TH (aitibl.

IudpoBas penyTanus

[ludpoBas pemnyTaifys - 3TO HeraTWBHAs WM TIO3UTUBHAsE MHPOPMAIUS B CETH O Tebe.
KomripomeTupytoiijasi “HGopMaliysi, pa3MellleHHasi B UHTepHeTe, MOXeT Cepbe3HbIM
o0pa3oM 0TpasuThLCs Ha TBOel peasbHOM »u3HM. "[lndpoBas penyTtaiys'” - 3TO TBOM
VMUK, KOTOPBIM (hopMHUpyeTcst U3 MHGOpMaIiy 0 Tede B MHTEPHETe.

TBoe MeCTO >KUTe/bCTBa, yueObl, TBOe (hHMHAHCOBOE TIOJI0KEHHEe, O0COOEHHOCTU
XapakTepa 1 paccKasbl 0 O/IM3KHX - BCe 3TO HAKaIlJIMBAeTCs B CETH.

MHorue MofipoCTKH JIETKOMBIC/IEHHO OTHOCSATCS K MYOJTUKAI[UH JTMYHOW WH(OPMAI[UN
B lHTepHeTe, He TOHWMAas BO3MOXKHBIX TIOCHeNCTBUM. Thl Jake He CMOXKelllb
JoraZiaTbCsl 0 TOM, 4TO (poTorpadusi, pasMmellleHHass 5 JieT Has3a/l, CTaja MPUUKMHOU
OTKa3a MpUHSATH Tebst Ha paboTy.

KomMmeHTapuy, pasMeleHue TBOMX (Qortorpaduidi U [pyrue AeUCTBUS MOTYT He
VICYE3HYTh JjaXke TIOC/Ie TOro, KaK Thl MX y[aIWLIb. Tbl HE 3Haelllb, KTO COXPaHU/ 3Ty
vH(OpMalLuio, Morajga Jid OHa B TOMCKOBbIe CHUCTEMBbI M COXPAaHWIACh JIM OHa, a
I7IaBHOE: UTO TIOAYMAloT O Tebe OKpYy»Karollye JItoAU, KOTOpble HalAyT U YBUAT 3TO.
HaiiTu wuHdboOpMalui0o MHOTO JIeT CIyCTa CMOKeT /0ol - Kak U3 /100pbIX
noOy>KieH!i, TaK ¥ C HaMepeHWeM MPUUYUHUTE BpeJl. ITO MOXKEeT ObITh KTO YTOZHO.

OCHOBHBIe COBeTHI MO 3allUTe LKA(POBOM peryTaluu:

[Togymali, mpexkzie ueM 4UTO-TO TyO/JIMKOBATh W TiepejaBaTh y cebs B Orore wid B
collMabHOM CeTH;

B HacTpoiikax mpoduisi yCTaHOBU OrpaHUYeHHsI Ha MPOCMOTP TBOEro MpoQu/isi U ero
COJlep>KMMOT 0, CZie/iail ero TOJIbKO "[Jist Apy3en';

He pa3Meirjaii 1 He yKa3biBali HHPOPMALMIO, KOTOpast MOXKET KOT0-/IM00 0CKOPO/ISTH
WM 0OVKaTh.

ABTOpPCKOe npaBo

CoBpeMeHHbIe IIIKOJBHUKM - aKTHBHBIE I10/Ib30BaTeMM IMGMPOBOrO TMPOCTPAHCTBA.
OfHako [Maneko He BCe 3HAIOT, UTO [I0/b30BaHME MHOTUMU BO3MOXXHOCTSIMU
1[udpoBoro Mupa TpedyeT cob/IOIeH s TIPaB Ha UHTEJIEKTYalbHYI0 COOCTBEHHOCTD.

TepMuH "WHTe/IEKTyalbHasi COOCTBEHHOCTh" OTHOCUTCSI K Pa3/IMUHBIM TBOPEHUSIM
Yye/I0BeUeCKOT0 yMa, HauMHash C HOBBIX W300peTeHWM W 3HAaKOB, 0003HAYAIOIIUX
COOCTBEHHOCTb Ha TIPOJAYKTHI M YCJIYTH, W 3aKaHUWBas KHUTaMH, (oTtorpadusiM,
KUHO(UIbMaMH U MY3bIKaJIbHbIMU TTPOU3BEJEeHUSIMHU.

ABTOpCKMe TipaBa - 9TO TipaBa Ha UHTe/UIEKTyaJlbHYyI0 COOCTBEHHOCTb Ha



TIpOU3BeJIeHUs1 HayKH, JIMTepaTypbl U UCKYCCTBAa. ABTOPCKHE MpaBa BBHICTYIAKOT B
KaueCTBe rapaHTUU TOTO, UTO UHTeJ/JIeKTYa/IbHbIA/TBOPUeCKUN TPy, aBTOpa He OyzaeT
HarpacHbIM, [IaCT eMy CITpaBe/JiiBble BO3MOXKHOCTH 3apaboTaTh Ha pe3y/braTax
CBOEro Tpy/ia, MOJYYUTh W3BECTHOCTb M Npu3HaHue. HUkTo Ge3 pa3peliieHus aBTopa
HEe MOXeT BOCIPOU3BOAUTL €ro TpOM3BefieHre, pAaCIpOCTPaHATh, MyOIMUHO
JIeMOHCTPUPOBATh, TPOJABaTh, WMIIOPTUPOBATh, IyCKaTh B TIPOKAT, MyOIMUHO
VICTIOJTHSITh, TTOKAa3bIBaTh/UCIIO/MHATD B 3Mpe WM pa3Meniats B VIHTepHeTe.

Vcrosnb30BaHWe "TMPATCKOTO" TIPOrpaMMHOIO oOecIieueHus] MOXKET IIPUBECTH K
MHOTHMM pHMCKaM: OT TOTepU [JaHHBIX K TBOMM aKKayHTaM /10 OJIOKHDOBKHU TBOEro
yCTPOWCTBa, T7ie yCTaHOB/IeHa HeJerajbHas rporpamMMa. He cTouT Takxe 3a0ObIBath,
YTO CyIL[eCTBYIOT JierajibHble U OecriyilaTHble TPOrpaMMbl, KOTOpble MOYKHO HallTU B
CeTH.



